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o-working and social

contact have increasingly

moved into virtual spaces

over the past year. Aswe
have adopted distributed working,
we have turned in a big way to digi-
tal communications, video confe-
rencing and also projects that use
augmented reality (AR).

The solutions offered by market
leaders such as Microsoft, Apple,
Google, Facebook and Amazon
push the benefits for commercial
users and point to massive market
potential. Meanwhile, new AR appli-
cations are popping tpeverywhere
to improve or simplify existing pro-
ducts. They are beingincorporated
into all sorts of exciting projects
and acceptance is high. Analysts
expect the AR services market to
grow by 100 per cent annually.

Augmented reality has alotinits
favour for both corporate and indi-
vidual users but the new techno-
logies unfortunately carry risks and
potential liabilities, too. They use
sensitive personal data that might
be subject to all manner of legis-
lation and raise questions of data
privacy and security. Companies
are responsible for recognising
this from the start in their digital
strategies.

The role of data

AR makes it much easier for users
to access digital content from pro-
ducts and services across many
sectors. Imagine tourists exploring
with a virtual guide that gives them
details of nearby attractions, the
way AR enables construction ele-
ments to be positioned more qui-
ckly in industry, or how computed
tomography models can be projec-
ted onto a patient during surgery.

Augmented reality gathers infor-
mation from a variety of sensors —
not just location and video but also
biometric data and other personal
information. The"seope.and.availa-
bility of this information determines
the accuracy of the virtual world
and thus its practical benefit.

However, people are becoming
increasingly conscious of who

is using their data and what for.
There is also a growing realisation
that situations or conversations,
which we assume to be personal,
are not nearly as private as we
think. Unsurprisingly, society is
becoming sceptical. This distrust
can put an abrupt end to the enthu-
siasm elicited by a new product
and make it difficult to adapt to
emerging opportunities. There is
uncertainty about what happens
to data once it has been collected
and how effectively itis protected.
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Inappropriate use in an uncontrol-
led and unauthorised contextis a
particular worry. In many cases, AR
collects information on unrelated
third parties, such as faces in the
background on a photo, and users
do not suddenly want to be facing
liability actions or damages claims.

The privacy aspect of data protec-
tion is nothing new. Whether we're
conscious of it or not, itis part of
everyday life, with sensitive data
processed and stored by social
media, wearables, smartphones,
Internet of Things devices and
smart homes. Machine learning
algorithms recognise patternsin
thismixofsenasor.data, images
and videos, and make assump-
tions and decisions. Many of us
have got used to this and are
willing to accept the potential
risks in return for greater comfort
and convenience. The software

is making life easier, after all. A
company's reputation is a major
factor here. The more ethical and
credible its pledge, the greater the
consumer's trust and willingness
to share. Many of the functions of
AR cannot be used without such
personal data. The unique thing
about these solutions is that they
combine all the data into a single
platform. Aggregation improves
the accuracy and quality of the
data that has been collected, for
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“Transparency and conscious
decision-making allow users to
opt for a more private risk profile
in return for compromlses on
functions or accuracy.” &8

“Monitoring the
market and continual
adjustments to the
way personal data

Is handled will ensure
solutions remain
profitable in the long
term.”

&)
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facial recognition or location tra-
cking, for example. Unlike other
applications, AR sensors record
constantly and in real time, not just
selectively in predefined situations.
And because it captures not only
the user's actions and reactions,
but also the situations that trigger
them, along with the context, AR
even gives clues to unconscious
and passive behaviours.

Not just an ethics issue

Where a company uses AR to opti-
mise its own processes or as part
of its offering, there is even more of
a duty to handle data responsibly. It
is important to communicate trans-
parently about how the collected
datais secured, and how it is used.
This allays fear and builds trust.

There is little reliable guidance
here, either for the present or, more
importantly, the long-term future.
Depending on region, regulations
and security standards are at
different stages of maturity. Their
structure and scope also vary. The
continuous increase in awareness
of data privacy indicates that the
public remains undecided. Things
that are accepted today may cause
outrage tomorrow.

Amid the confusion are efforts by
organisations such as XR Safety
Initiative (XRSI) or OpenARCloud

to create a self-regulatory frame-
work to provide information and
determine best practices. Itis
crucial to the long-term profitability
of AR solutions that questions of
personal data privacy are addres-
sed proactively. Itis a balancing act
between allowing innovation while
avoiding potential reputational
damage, and securing the invest-
ment received and the profit it
generates.

Companies embarking on AR
projects are advised to take the
privacy-by-design approach: pro-
tections for sensitive data are not
merely an add-on in the application
design and development phase,
they are guaranteed from the start.
Data collectionis reduced to what
is permitted, necessary and useful,
and data is not stored if it is only
used in the short-term. Access
controls and encryption are key
here to keep things on a need-to-
know basis.

Informed consent

Absolute transparency about what
dataisrecorded and how itis used
is critical. This is best done by
involving users and giving them
choice —a more private risk pro-
file in return for compromises on
functions or accuracy, for example.
Depending on the scenario, this
informed consent can even be
restricted to a specific situation,
along the lines of "may the facial
recognition cloud service analyse
this video image for the next five
minutes? Yes/no —more info".

This is no place for text-heavy
declarations of consent and T&Cs.
Users are unlikely to read them
anyway. Animated or even interac-
tive instructions and tutorials in the
application context itself are better
options. At the same
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time, the company publishes the
relevant guidelines and codes of
conduct, and undertakes to abide
by the same rules. You may have
seen this in practice on communi-
cation platforms and social media,
where itis common. The future will
bring still further applications that
will determine how we work and
interact with each other.

Focusing on strengths
Augmented reality has the ability
to take the user experience to the
next level and thus the potential

to be a huge hit on the market. It
nonetheless carries a variety of
risks, especially where personal
datais concerned and from a long-
term perspective. Thatis why itis
imperative that users are informed
clearly and comprehensibly about
how their personal data is used,
and that they have freedom of
choice. Data-consciousness will
continue to grow. With that in mind,
we may find that consumers begin
to question products only well after
their launch. To anticipate such
changes, and be able to respond to
them appropriately, companies are
handing market monitoring over to
experts at the forefront of techno-
logical development who are qui-
ckly able to interpret its effects on
security and privacy.

Digitisation projects

Change makers

Tech trends
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